
 

A ppendix  7  

D etailed T fL  2022-23 Internal A udit P lan – S eptember 2022 to Marc h 2023 (P has e 2) 
 

E nterpris e R is k  1 Major Health, S afety  or E nv ironmental Inc ident or C ris is  O verall C ontrol R ating  
R equires  Improvement 

Audit T itle R ationale and O utline Audit S cope C hief O fficer/ 
D irectorate/client 

C limate A daptation 
R is k  A s s es s ments  
 
(R isk driven)  

Why now? 
 

T his  is  the final audit in the series  of C limate Adaptation audits . T his  is  a 
high-risk area which if not addressed now may lead to as s ets  being 
degraded /inoperable. T his  audit will support the aims  of the G reen 
R oadmap in preparing for climate change and les s ening its  impacts  as  well 
as  embedding environmental cons iderations  in all decis ion making.  

L illi Mats on  
C hief S afety, Health 
and E nvironment 
O fficer 

Audit objective 
 

T o review the plan and scope for climate ris k as ses s ments , thres holds , and 
measures , including the impact of reduced options  on s afety, s ervice and 
financial sus tainability. 

 
Q uality , S ec urity  and S afety  A s s uranc e will deliv er a portfolio of eng ag ements  at the s ec ond  

line relating  to s afety  as s uranc e in addition to the S HE  and E ng ineering  as s uranc e teams . 
 

E nterpris e R is k  2 P rotec ting  the Wellbeing  of our E mploy ees  O verall C ontrol R ating  
R equires  Improvement 

Audit T itle R ationale and O utline Audit S cope C hief O fficer/ 
D irectorate/ client 

D iv ers ity  and Inc lus ion 
S trateg y  
 
(B us ines s  led) 

Why now? As  a public body T fL  needs  to respond pos itively to the P ublic S ector 
E quality Duty (P S E D). T his  part of the E quality Act 2010 requires  public 
bodies  and organisations  that carry out public functions  to cons ider 
everyone’s  needs  when doing so. T his  covers  all activities  that T fL  is  
required to carry out as  well as  those it is  allowed to carry out. E quality 
Impact Assessments  (E qIAs ) are a tool to ens ure that the P S E D duties  have 
been met. F ailure to comply may result in legal action or the need to revis it 
decis ions  leading to unnecessary cost and reputational damage  

G areth P owell  
C hief C us tomer and 
S trategy O fficer 
 
 
 

Audit O bjective T o provide assurance on the adequacy and effectivenes s  of key controls  in 
the implementation of E qIAs  within T fL  



 

E nterpris e R is k  3 Major S erv ic e Dis ruption O verall C ontrol R ating 
Adequately C ontrolled  

Audit T itle R ationale and O utline Audit S cope C hief O fficer/ 
D irectorate/client 

E ng ineering  R es ourc e 
Model - interac tion 
between deliv ery  lead 
and bus ines s  
 
(R isk driven)  

Why now? 

 

The first single TfL Engineering Directorate was created in September 2018 
and brought together 1,400 engineers from 22 disparate departments. This 
was a significant change in how engineering resource was delivered within 
TfL and was intended to maximise the use of TfL’s Engineering resource to 
work in a more cohesive, efficient and innovative way. Engineering would 
work more like a consultancy or professional services organisation. This 
would require the business areas who require this resource to plan and 
request the required skills, experience and knowledge to deliver their 
projects.  
  
In 2021, Internal Audit reviewed the process within Engineering to agree the 
type and amount of resource needed between delivery leads and capability 
leads. Engineering delivery leads work directly with the business to 
understand and define the demand for resource. Delivery leads discuss 
resource demand requests with the capability leads who allocate and 
provide the personnel. 
 
This audit will look at the interaction with the business and the delivery leads 
within Engineering to agree resourcing requirements needed.   

Is abel C oman 
D irector T fL  
E ngineering As s et 
S trategy 

Audit O bjective To assess the adequacy of the processes and controls in place for planning 
and communication between Engineering Delivery Leads and the business. 

E nterpris e R is k  4 Major S ec urity  Inc ident O verall C ontrol R ating  
R equires  Improvement 

Audit T itle R ationale and O utline Audit S cope C hief O fficer/ 
D irectorate/client 

T hird P arties  with 
O neL ondon A c c es s  
 
(R isk driven) 
 

Why now? T his  is  an area that has  not been audited before, covering cyber s ecurity 
risks  relating to data breaches  and ransomware that may caus e economic 
los s , regulatory is sues  and damage to reputation. In addition, is s ues  have 
been noted whereby access  removal of accounts  pertaining to third parties  
are not always  conformed with. 

S has hi Verma 
C hief T echnology 
O fficer 

Audit O bjective T o provide assurance on the adequacy and effectivenes s  of the joiners , 
movers  and leavers  controls  to third parties . 



 

Deletion of S A P  data 
 
(R isk driven) 

Why now? Under G eneral Data P rotection R egulation (G DP R ), data controllers  and 
processors  are obliged to return or delete all personal data after the end of 
services , or on expiry of a contract or agreement, unles s  it's  neces s ary to 
retain the data by law. G DP R  breaches  res ult on average in fines  £1-5m. 
 
S ys tem Applications  and P roducts  (S AP ) is  managed by T echnology and 
Data (T &D), but its  data is  managed and owned by parties  other than T &D. 
T here is  a potential exposure to G DP R . 

Howard C arter G eneral 
C ouns el 
 

Audit O bjective T o determine the extent of compliance of S AP  record keeping in line with 
G DP R  requirements . 

S afety  and S ec urity  of 
C ontrols  R ooms  and 
S tations  
 
(R isk driven) 

Why now? In recent years , C ustomer S ervice Ass is tants  on the L ondon Underground 
(L U) network have seen an increase in abus e agains t them. In addition, 
there have been examples  of members  of the public trying to force entry into 
control rooms  located on s tations . T here is  a much-heightened ris k of a 
major security incident if they were to gain entry. 

Nick Dent  
D irector of C us tomer 
O perations  - L U 
 
 

Audit O bjective T o provide assurance on the adequacy and effectivenes s  of the 
arrangements  for the phys ical security of control rooms and any other 
res tricted areas . 

 
Q uality , S ec urity  and S afety  A s s uranc e will deliv er a portfolio of c omplianc e and c ons ultanc y  

 eng ag ements  at the s ec ond line relating  to the P ay ment C ard Indus try  Data S ec urity  S tandard 
 

E nterpris e R is k  5 S upply  C hain D is ruption O verall C ontrol R ating  
R equires  Improvement 

Audit T itle R ationale and O utline Audit S cope C hief O fficer/ 
D irectorate/client 

Manag ement of C ritic al 
(k ey ) s uppliers  by  P &C  
 
(R isk driven) 

Why now? It is  that T fL  has  effective processes  in place to identify and appropriately 
mange supply chain dis ruption which could res ult in an increas e in T fL ’s  
cos ts , delays  to project delivery and interruptions  to the operating bus ines s . 

P atrick Doig 
G roup F inance D irector  

Audit O bjectives  T o provide assurance on the development of the key s upplier management 
process  to improve the security of suppliers . 

E nterpris e R is k  7 F inanc ial S us tainability  O verall C ontrol R ating 
Adequately C ontrolled  

Audit T itle R ationale and O utline Audit S cope C hief O fficer/ 
D irectorate/client 



 

L T M F inanc ial C ontrols  
 
(C ore work) 

Why now? 

 

T here are core areas  of the bus iness  which are audited on a cyclical bas is . 
T hese tend to be key financial, people and procurement controls . We last 
audited this  area two years  ago when it was  rated as  R equires  
Improvement. 

S am Mullins   
D irector and C E O  
L ondon T rans port 
Mus eum 

Audit objective T o determine the adequacy and effectivenes s  of the L T M’s  key financial 
controls . 

A rts  C ounc il E ng land 
(A C E ) - funded 
projec ts : ME ND DC MS  
g rant 

(C ore work) 

Why now? As  per the L ondon T ransport Museum’s  (L T M) Audit and R is k C ommittee, 
availability of corporate funding s ignificantly impacts  budget. C ertification of 
grants  from the AC E  are a priority for L T M. 

S am Mullins   
D irector and C E O  
L ondon T rans port 
Mus eum Audit objective T o certify cos ts  in respect of funding for the Mus eum E state and 

Development F und (ME ND) Department for D igital, C ulture, Media and 
S port (DC MS ) grant. 

A c c ounting  and C as h 
Manag ement 
proc es s es  T T L  
P roperties  L imited 
(T T L P )  
 
(R isk driven) 

Why now? Important to have assurance that accounting and cas h management 
process  are effective, and any control weaknes s es  identified and 
s trengthened quickly near s tart-up of the T T L P  bus ines s . 

G raeme C raig  
T T L P / C F O  T T L P  
 

Audit objective T o provide assurance the accounting and cas h management processes  for 
T T L P  are adequate and effective. 

A c c ounts  P ay able 
 
(C ore work) 

Why now? T here are core areas  of the bus iness  which are audited on a cyclical bas is . 
T hese tend to be key financial, people and procurement controls . T he las t 
time this  area was  audited it was  rated as  R equires  Improvement. 

Maureen J ackson 
D irector of B us ines s  
S ervices  

Audit objective T o provide assurance on the adequacy and effectivenes s  of the accounts  
payable process . 

A c c ounts  R ec eiv able  
 
(C ore work) 

Why now? T here are core areas  of the bus iness  which are audited on a cyclical bas is . 
T hese tend to be key financial, people and procurement controls . T he las t 
time this  area was  audited it was  rated as  R equires  Improvement. 

Maureen J ackson 
D irector of B us ines s  
S ervices  

Audit O bjective T o provide assurance on the adequacy and effectivenes s  of the accounts  
receivable process . 

L U P ay roll 
 
(C ore work) 

Why now? T his  is  one of several cyclical payroll related audits . L U accounts  for the 
majority of T fL  employees , and with such a critical eye on T fL  finances , it is  
imperative adequate controls  are in place to manage employee payments  
over and above salaries . 

R achel McL ean  
C F O  C ross rail and 
F inance D irector, T fL  
O perations  
 Audit O bjective T o provide assurance on the adequacy and effectivenes s  of payroll controls  

in L U for overtime, allowances , higher duty pay and expens es . 
E nterpris e R is k  8 Deliv ery  of T fL  k ey  inves tment prog rammes  and projec ts  O verall C ontrol R ating 



 

R equires  Improvement 
  

P rojec t A s s uranc e will deliv er a portfolio of as s uranc e rev iews  at the s ec ond line of 
defenc e, in addition to work  undertak en by  S HE  and P MO  teams  

 

IIP A G  will deliv er a portfolio of as s uranc e rev iews  at the third line of defenc e 
 

 

E nterpris e R is k  12 A s s et c ondition unable to s upport T fL  outc omes  O verall C ontrol R ating 
R equires  Improvement 

Audit T itle R ationale and O utline Audit S cope C hief O fficer/ 
D irectorate/client 

Impac t of E x treme 
Weather 
 
(R isk driven) 

Why now? T he pas t 12 months  have tested T fL ’s  ability to res pond to advers e weather. 
R ecent examples  include flooding and extreme heat. E vidence s uggests  
these extreme weather events  are becoming more regular and will continue 
to impact our assets  and the service we provide. It is  vital we are adequately 
prepared to deal with these now, and in the future. 

G lynn B arton  
D irector of Network 
Management & 
R es ilience 

Audit objective T o provide assurance on the adequacy and effectivenes s  of controls  in 
place to deal with the impact of extreme weather. 

 
Q uality , S ec urity  and S afety  will deliv er a portfolio of as s uranc e rev iews  at the s ec ond 
line of defenc e, in addition to work  by  the E ng ineering  Maintenanc e A s s uranc e team 

 
E nterpris e R is k  13 G ov ernanc e and C ontrols  S uitability  O verall C ontrol R ating 

Adequately C ontrolled  
Audit T itle R ationale and O utline Audit S cope C hief O fficer/ 

D irectorate/client 
Information 
Manag ement and 
T rans fer – Hardc opy 
Doc uments  
 
(R isk driven) 

Why now? As  C rossrail s taff continue to leave the organis ation, there is  an increas ed 
risk that information will not be trans itioned across  to T fL  in a timely manner. 
T his  is  the second of a two-part review (the firs t part looked at electronic 
data and was  reported in Q 1 2022/23 as  R equires  Improvement). 

R ichard B evins   
Head Information 
G overnance 

Audit objective T o provide assurance on the adequacy and effectivenes s  of controls  
transferring hardcopy documents  from C ross rail to T fL . 

Mov ers  and L eav ers  
 
(C ore work) 

Why now? T his  was  las t audited in 2017 with a rating of R equires  Improvement. T his  is  
one of the core audits  that is  conducted on a cyclical bas is  and is  due for a 
review.   
 

Maureen J ackson 
D irector of B us ines s  
S ervices  



 

T he audit will build on any is sues  raised by the external auditors  and will 
review any improvements  that have been implemented as  a res ult of their 
findings .  
 
It is  essential that this  process  is  managed effectively to reduce the ris k of 
unauthorised access  to T fL  sys tems  when pers onnel leave the organis ation 
or move jobs .  

Audit objective T o provide assurance on the adequacy and effectivenes s  of the joiners , 
movers  and leavers  process . 

C omplianc e with new 
P ens ions  C ode of 
P rac tic e  
  
(B us ines s  led) 

Why now? A consultation on the new code of practice was  launched by the P ens ions  
R egulator between March and May 2021. T his  change will combine the 
previous  15 codes  of practice into a s ingle code.  
 
A lthough the code has  not yet been introduced the bus ines s  would like to 
ensure that we are compliant ahead of the introduction of the new code   

S tephen F ield  
D irector of 
C ompens ation & 
B enefits  

Audit objective T o provide assurance on the adequacy and effectivenes s  over key controls  
for management of the pens ion fund in line with the new code of practice  

E nterpris e R is k  14 O pening  of the E lizabeth L ine O verall C ontrol R ating  
R equires  Improvement 

Audit T itle R ationale and O utline Audit S cope C hief O fficer/ 
D irectorate/client 

E lizabeth line 
T rans ition from a 
C apital P rog ramme to 
B A U 
 
(R isk driven) 

Why now? S ince the opening of the central section, T fL ’s  R ail for L ondon directorate 
has  been accountable for the running of the railway. Whils t elements  of the 
E lizabeth line are still being run as  a capital programme, it has  s tarted 
trans itioning into a bus iness  as  usual (B AU) operation within T fL , with a 
managed demobilisation of C ross rail L imited. T his  trans ition includes  
support functions  across  T fL . T here is  a risk the trans ition to B AU may not 
be effectively managed, adversely impacting s ervice levels  and stakeholder 
confidence.  

Howard S mith D irector, 
E lizabeth line 

Audit O bjective T o provide assurance on the effectiveness  of the E lizabeth line’s  trans ition 
from a capital programme to a B AU operation. 
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