
 

 

Level 0 Enterprise Risks Appendix 2 
 

Risk 
No. 

Risk   Owner Panel and Committee 

ER01  

Failure to prevent a 
significant safety incident 
or deliver safety 
obligations 

Chief Safety, Health and 
Environment Officer 

Safety and Security 
Panel 

ER02 
Attraction, retention, 
wellbeing and health of 
our employees 

Chief People Officer 
People and Remuneration 
Committee 

ER03  
Environment including 
climate adaptation 

Chief Safety, Health and 
Environment Officer 

Finance Committee 

ER04 
Significant security 
incident  

Chief Operating Officer  
Safety and Security 
Panel 

ER05  

Supply Chain disruption 
and ineffective 
procurement and 
contract management 

Chief Finance Officer Finance Committee 

ER06 
Deterioration of 
operational performance 

Chief Operating Officer 
Customer, Sustainability 
and Operations Panel                      

ER07  Financial Resilience Chief Finance Officer Finance Committee 

ER08 
Delivery of key 
investment programmes 
and projects 

Chief Capital Officer 
Programmes and 
Investment Committee 

ER09 
Changes in customer 
demand  

Chief Customer and 
Strategy Officer 

Finance Committee 

ER10 
Governance and control 
suitability 

General Counsel 
Audit and Assurance 
Committee 

ER11 
Significant cyber security 
incident 

Chief Customer and 
Strategy Officer 

Safety and Security 
Panel 

 

 

 

*ER11 Significant cyber security incident is a new risk that has been developed following the 
decision to split out the cyber aspects from ER04. Reporting on ER11 will begin in Quarter 1 of 
2025/26. 
 
 

 

 

 

 

 

 

 

 


