
 

Appendix 1: Internal Audit and Quality, Safety and Security Assurance (QSSA) reports issued in Quarter 2 025   
 

Internal Audit            
Eleven draft Internal Audit reports (excluding Places for London which are reported elsewhere on the agenda for this meeting) were issued during 
the quarter. All have agreed actions plans in place that are tracked to completion. 

Enterprise 
Risk 

Directorate Ref Audit Title Conclusion Findings 
High/Med/Low 

Summary of Findings 

     H M L  

ER04 Significant 
security incident 

Chief 
Operating 
Officer 

25 032 U Non-police 
personnel 
vetting (NPPV) 

Requires 
Improvement 

1  3  0  A Data Protection Impact Assessment had not been completed, 
and the Compliance, Policing, Operations and Security (CPOS) 
NPPV process data owner had not been appointed. The data 
sharing agreement, between CPOS and the Metropolitan Police 
Service needs to be updated.  

ER04 Significant 
security incident 

Chief 
Operating 
Officer 

25 011 Management 
of Security at 
New Cross 
Gate Depot 
(NCGD) 

Adequately 
Controlled 

 0 0  0  A third party provides security and manned guarding services at 
NCGD under the Facilities Management Contract with TfL. The 
nature of the services is to provide a manned and technological 
security service to the depot to reduce the risk of loss, damage or 
injury to TfL’s property and personnel. The service delivery is 
overseen by a small TfL team reporting to the Head of Fleet at 
NCGD. There is a good working relationship between the TfL staff 
and the supplier’s management team which contributes to the 
successful delivery of the service. 

ER05 Supply 
Chain disruption 
and ineffective 
procurement and 
contract 
management 

Chief Finance 
Officer 

25 013 Supplier 
Contract 
management: 
Hitachi 

Well 
Controlled 

0  0  0  TfL has established a robust control environment for managing the 
Hitachi contract. The processes for performance monitoring, 
payment verification, and variations approval are well-documented 
and consistently applied. 

ER05 Supply 
Chain disruption 
and ineffective 
procurement and 
contract 
management 

Chief Finance 
Officer 

25 014 Supplier 
Contract 
management:  
Track and 
Tunnel 
Cleaning 

Requires 
Improvement 

0 4  0  We found that improvements were needed in defining roles and 
responsibilities, document management and verification of some 
costs.   



Enterprise 
Risk 

Directorate Ref Audit Title Conclusion Findings 
High/Med/Low 

Summary of Findings 

     H M L  

ER05 Supply 
Chain disruption 
and ineffective 
procurement and 
contract 
management 

Chief Finance 
Officer 

25 016 Management 
of Conflicts of 
Interest for 
Procurements 

Requires 
Improvement 

0  3  0  There is generally good compliance with the TfL procedures on 
declarations of interest for procurement and commercial activities, 
however existing controls and processes can be improved to 
ensure that all associated risks are effectively managed and 
mitigated. 

ER05 Supply 
Chain disruption 
and ineffective 
procurement and 
contract 
management 

Chief Finance 
Officer 

25 031 U Peakbrook Ltd Adequately 
Controlled 

 0 2  0  There is a robust process in place for monitoring workforce 
allocations and payment of invoices for those transactions 
managed by the Hazardous Materials team.  
 
 

ER06 
Deterioration of 
operational 
performance 

Chief 
Operating 
Officer 

25 018 Materials 
Management 

Memo       The reasons for nil-stock occurrence appear largely internal, with 
supplier and technical issues impacting but to a lesser degree. 
Most issues noted have been identified by previous assessments. 
The key task of developing and agreeing business interfaces 
needs completion and successful filling of currently vacant roles 
will aid in the delivery of process improvements as intended by the 
original transformation activity. 
 

ER06 
Deterioration of 
operational 
performance 

Chief 
Operating 
Officer 

25 019 Closure and 
possession 
planning 

Requires 
Improvement 

 0 4  0  The process works well overall. However, there are several factors 
which together put pressure on the process – historic reductions in 
key resource, prolongation of train and systems testing on two 
major projects both requiring significant access, backlog of 
renewals work from prior year budget constraints. As a result, 
closure requesters do not have the necessary controls to ensure 
that they adhere to process.   
 

ER07 Financial 
resilience 

Chief 
Customer and 
Strategy 
Officer 

25 033U Arts Council 
England 
Museum 
Estate and 
Development 
Fund for 
chillers and 
lifts 

Memo       The audit confirmed that the income, expenditure and capitalisation 
for chillers and lifts has been done in accordance with the 
requirements of the grant. 



Enterprise 
Risk 

Directorate Ref Audit Title Conclusion Findings 
High/Med/Low 

Summary of Findings 

     H M L  

ER10 
Governance and 
controls suitability 

Chief 
Customer and 
Strategy 
Officer 

25 025 Equality 
Impact 
Assessment 
(EqIA) 
(Customer) 

Requires 
Improvement 

0  3  0  There is comprehensive guidance, templates and related 
information around the EqIA process. We found that compliance 
with the guidance was inconsistent particularly on the timing of 
EqIA creation and submissions to the Diversity and Inclusion team.  

ER11 Significant 
cyber security 
incident 

Chief 
Customer and 
Strategy 
Officer 

25 030 U Joiners, 
Movers 
Leavers (JML) 

Poorly 
Controlled 

 7 3   0 The audit of TfL’s JML process in the areas reviewed identified 
weaknesses for joiners, movers and leavers.  

 
 
 
QSSA 
Fourteen QSSA audits were issued in the quarter. All have agreed actions plans in place that are tracked to completion.  
 

Enterprise 
Risk 

Directorate Ref Audit Title Conclusion Findings 
High/Med/Low 

Summary of Findings 

     H M L  

ER01 Failure to 
prevent a 
significant safety 
incident or deliver 
safety obligations 

Chief 
Customer and 
Strategy 
Officer 

24 805 Places for 
London 
Constructions 
(Design and 
Management) 
Regulations 
(CDM) Client 
Duties 

Adequately 
Controlled 

1 0 4 Places for London demonstrated a strong understanding and 
application of Client duties as stipulated by the CDM Regulations 
2015 with key documentation and processes in place for all 
sampled projects. Improvements are needed in the use of the 
Pathway Matrix and adherence to the TfL Safety, Health and 
Environment Management System. 

ER05 Supply 
Chain disruption 
and ineffective 
procurement and 
contract 
management 

Chief 
Customer and 
Strategy 
Officer 

25 716 Places for 
London: 
Management 
of TfL Tenants 

Adequately 
Controlled 

0 0 3 The health and safety risks from short and long-term tenants on 
TfL property was effectively managed through the implementation 
of a risk-based inspection programme. The Places for London 
compliance team conducted planned audits on systems, assets 
and operational units that required compliance checks in 
accordance with Health and Safety Regulations and letting 
contracts. 



Enterprise 
Risk 

Directorate Ref Audit Title Conclusion Findings 
High/Med/Low 

Summary of Findings 

     H M L  

ER01 Failure to 
prevent a 
significant safety 
incident or deliver 
safety obligations 

Chief 
Operating 
Officer 

25 708 London 
Underground 
(LU) Asset 
Performance 
Directorate 
(APD) 
Management 
of Vibration 
Risk 

Requires 
Improvement 

2 1 0 Some control measures for managing the risks associated with 
exposure to vibration were witnessed during the audit, although 
there was no evidence that Hand Arm Vibration Risk Assessments 
had been carried out in any of the sampled areas or that health 
surveillance was carried out for employees exposed to vibration for 
the majority of the areas covered. 

ER01 Failure to 
prevent a 
significant safety 
incident or deliver 
safety obligations 

Chief 
Operating 
Officer 

24 767 Rail for 
London 
Infrastructure 
(RfLI) 
Managing 
Electricity at 
Work 

Adequately 
Controlled 

0 1 0 RfLI demonstrated a strong understanding and are compliant with 
the core requirements of working near electricity as stipulated in 
the Electricity at work Regulations 1989. This was demonstrated 
through evidence of comprehensive procedures, training, use of 
competent personnel, and effective assurance activities for working 
on or near electrical systems. 

ER01 Failure to 
prevent a 
significant safety 
incident or deliver 
safety obligations 

Chief 
Operating 
Officer 

24 773 Network 
Management 
and Resilience 
Asset 
Operations 
Asbestos 
Management 

Adequately 
Controlled 

0 2 0 The controls tested from the procedure and the pan-TfL standard 
were found to be effective. Asbestos Management Plans were 
available when required and the Asbestos Register accurately 
reflected the output of management and refurbishment/demolition 
surveys provided. There were non-conformances identified with the 
project teams’ awareness of asbestos management processes for 
non-rail assets. Other issues raised relate to the management and 
identification of Duty Holders and Accountable Persons and the 
alignment of the procedure with Pathway. 

ER01 Failure to 
prevent a 
significant safety 
incident or deliver 
safety obligations 

Chief 
Operating 
Officer 

25 705 LU 72 Tube 
Stock 
Management 
of Asbestos 
Containing 
Materials 
(ACM) 

Adequately 
Controlled 

0 3 1 The Management of ACM for LU 72 Tube Stock was adequately 
controlled by the Bakerloo fleet and Hazardous Material team. The 
work instructions and records were well controlled and reviewed by 
the relevant team, the approved contractors and stock 
management were well managed.  
 
During the audit fieldwork, the main issue found was misalignment 
between key procedures (S1130, PR0436 and R0218) and the 
current ACM management for the 72 Tube Stock. These findings 
highlight the need for improved alignment and clearer procedural 
guidance for 72 Tube Stock.  



Enterprise 
Risk 

Directorate Ref Audit Title Conclusion Findings 
High/Med/Low 

Summary of Findings 

     H M L  

ER05 Supply 
Chain disruption 
and ineffective 
procurement and 
contract 
management 

Chief 
Operating 
Officer 

25 701 First London 
Cableway 
Supplier 
Safety and 
Quality Audit 

Requires 
Improvement 

0 4 1 First London Cable Way was able to demonstrate that some 
contract requirements were met, however the Annual Safety 
Report, Safety Improvement Plan and Audit Programme had not 
been prepared and submitted to TfL. 

ER06 
Deterioration of 
operational 
performance 

Chief 
Operating 
Officer 

24 765 RfLI flood 
defence, 
sustainable 
drainage 
schemes and 
emergency 
plans for 
flooding  

Poorly 
Controlled 

5 1 0 There were substantial non-conformances identified with the 
planning, management, and general awareness of all maintenance 
activities of drainage assets on the stations and suppliers sampled.  

ER06 
Deterioration of 
operational 
performance 

Chief 
Operating 
Officer 

25 752 Management 
of LU 
Escalator 
Condition 
Assessments 

Requires 
Improvement 

0 3 0 Condition Assessments were being carried out, however there was 
insufficient evidence available to demonstrate that all the aspects, 
including measurements and assessments, were being undertaken 
as required by the controlling Standard. 

ER06 
Deterioration of 
operational 
performance 

Chief 
Operating 
Officer 

25 706 LU APD 
Control of 
Signalling 
Drawings 

Adequately 
Controlled 

0 2 0 The signalling drawings for installation and testing purposes were 
adequately managed and controlled by the project delivery team. 
During the audit fieldwork, it was found the applicable engineering  
procedures required revision to reflect current practices.   

ER06 
Deterioration of 
operational 
performance 

Chief 
Operating 
Officer 

25 717 RfLI Asset 
Management 
Maturity (ISO 
55000) 
Assessment 

Not Rated 0 0 0 The asset management system for RfLI was found to be overall 
below the IAM Tool Benchmark of ‘3’- competent, indicating ISO 
55001 non-compliance in most areas. The report provides further 
detail of compliance status for each clause of the standard.  

ER01 Failure to 
prevent a 
significant safety 
incident or deliver 
safety obligations 

Chief 
Operating 
Officer 

25 714 Period 2 
Integrated 
Systems audit 
- Barking Train 
Crew 

Not Rated 1 0 0 58 per cent conformance rate, 10 major, 4 minor, 19 compliant. 

ER01 Failure to 
prevent a 
significant safety 

Chief 
Operating 
Officer 

25 715 Integrated 
Systems Audit 
- North 

Not Rated 1 0 0 72 per cent conformance rate, 7 major, 2 minor, 24 compliant. 



Enterprise 
Risk 

Directorate Ref Audit Title Conclusion Findings 
High/Med/Low 

Summary of Findings 

     H M L  

incident or deliver 
safety obligations 

Greenwich 
Train Crew 

ER01 Failure to 
prevent a 
significant safety 
incident or deliver 
safety obligations 

Chief 
Operating 
Officer 

25 737 Integrated 
Systems Audit 
- Loughton 
Train Crew 

Not Rated 1 0 0 52 per cent conformance rate, 15 major, 1 minor, 17 compliant. 

 
 

 


