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Summary

This paper informs the Committee of the work completed by the Risk and
Assurance Directorate during Quarter 2 of 2025/26 (22 June to 13 September
2025) (Q2) and other information about the Directorate’s activities. This paper
excludes work undertaken on Places for London as that is covered elsewhere on
the agenda.

A paper is included on Part 2 of the agenda which contains supplementary
information that is exempt from publication by virtue of paragraphs 3 and 7 of
Schedule 12A of the Local Government Act 1972 in that it contains information
relating to the financial or business affairs of TfL and any action taken or to be
taken in connection with the prevention, investigation or prosecution of crime. Any
discussion of that exempt information must take place after the press and public
have been excluded from the meeting.

Recommendation

The Committee is asked to note the paper and the exempt supplementary
information on Part 2 of the agenda.

Director Update

This is the second quarterly report for 2025/26 setting out the work undertaken by
the teams within the Risk and Assurance Directorate.

The Internal Audit team delivered 13 internal audit reports in Q2, details of 11 of
these audits are included at Appendix 1. The remaining two relate to Places for
London and are reported in a separate paper elsewhere on the agenda for this
meeting. One audit was rated as ‘well controlled, two as ‘adequately controlled’,
five as ‘requires improvement’, one as ‘poorly controlled’, and two memos were
issued. All have agreed actions plans in place that are tracked to completion.

The Quality, Safety and Security Assurance (QSSA) team delivered 14 second
line audits in Q2. One was concluded as ‘poorly controlled’, three as ‘requires
improvement’, six as ‘adequately controlled’ and four ‘not rated’ (see Appendix 1
for further details).



3.4  During Q2, the Counter-fraud and Corruption (CFC) team received 212 referrals,
all of which were assessed and disseminated within the 10 working days target.
As a result, eight new fraud cases are under investigation. A further 20 are
miscellaneous cases that require the team to carry out further enquiries to assess
whether any should become a full case. Five cases were closed during Q2.

3.5 A breakdown of current fraud cases by Chief Officer area and their status is
shown in the table below:

Chief Officer | Start | New | Closed | End CFC With Line With Law

Area Q2 |cases | cases | Q2 |investigation | Management | Enforcement

Q2 Q2

Operations 28 4 2 30 19 2 9

Capital 1 1 0 2 2 0 0

Customer

and Strategy 20 1 2 19 9 0 10

People 3 0 1 2 1 0 1

General

Counsel 0 0 0 0 0 0 0

Finance 0 2 0 2 2 0 0

Safety,

Health and

Environment 0 0 0 0 0 0 0

Total 52 8 5 55 33 2 20

3.6  Of the 55 current fraud cases, 30 involve TfL employees (including non-
permanent labour), 23 involve members of the public (including organised
criminals) suspected of committing fraud against TfL, and two involve suppliers to
TfL. Two of the 30 cases involving TfL employees also involve previous suppliers
to TfL. Further detail is included in the paper on Part 2 of the agenda.

3.7  Currently the main Independent Investment Programme Advisory Group (IIPAG)

has a full complement of seven members following the appointment of a
procurement and commercial specialist in August 2025. However, the current
IIPAG Chair and the IIPAG member specialising in asset management are both
due to step down in 2026. A recruitment campaign commenced in September
2025 to appoint new members to replace them. Interviews are taking place during
November 2025 with new members expected to be in post around February 2026.
It has been agreed that the current IIPAG Chair will remain in post until an
appropriate handover has been undertaken with their successor.
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Risk Management

Understanding and managing risk at all levels within TfL is essential to ensure
that we can mitigate the risks as far as is practicable and understand our
exposure. The Risk and Assurance Directorate supports the business with
Enterprise Risk (ER) management at Enterprise (Level 0), Strategic (Level 1) and
Tactical (Level 2). A list of the Level 0 risks is included at Appendix 2.

ERs continue be reviewed in line with the agreed schedule and presented to the
Executive Committee and the assigned Committee or Panel.

ERO04 ‘Significant security incident’ has been reviewed and updated following the
development of ER11 ‘Significant cyber security incident’. An update on ER04
was presented at the 12 November 2025 meeting of the Safety and Security
Panel.

A risk review workshop has been carried out for ER06 ‘Deterioration of
operational performance' ahead of its submission to the Executive Committee on
28 January 2026. Linked primary risks ‘Asset condition unable to support TfL
outcomes' and 'Worsening service quality and customer perceptions’ were
recently reviewed and the updates from these reviews will inform the ER06
update.

ERO8 ‘Delivery of TfL Key Investment Programmes and Projects’ has been
reviewed and will be presented to the Executive Committee on 21 November
2025. ERO8 is scheduled to be presented at the 11 December 2025 meeting of
the Programmes and Investment Committee. Linked Level 1 Capital Delivery
risks continue to be reviewed as scheduled.

ER11 ‘Significant cyber security incident’ was considered at the 2 September
2025 meeting of the Safety and Security Panel. Work is in progress to refresh the
Level 1 Strategic Information Technology (IT) and Operational Technology cyber
security risks that support ER11 as well as developing new risks on IT
infrastructure and data (non-General Data Protection Regulation) management.

Internal Audit is undertaking a review of the ER management process. The audit
will focus on governance, risk management (including risk identification,
assessment and response), risk reporting, risk monitoring and continuous
improvement. The outcome of the review will be reported to the Committee once
complete.

Internal Control

Effective internal control is essential to ensure that TfL realises its stated aims
and objectives. This is achieved through an internal control system that promotes
adherence with policies and procedures, the safeguarding of assets, the
prevention and detection of fraud and error, and the accuracy and completeness
of financial and non-financial records. The Risk and Assurance Directorate
assesses the appropriateness and effectiveness of, and compliance with, internal
controls.
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Finance and Procurement

Five internal audits were completed in Q2. Three of these were supplier focused
audits looking at contract management and payment processes. For two suppliers
we found robust controls in place for managing the contract with only minor
weaknesses identified. For the other supplier we found that improvements were
needed in defining roles and responsibilities, document management and
verification of some costs.

A key focus of Project Assurance (PA) work continues to be the approach taken
to new frameworks that will be used in whole or in part for capital expenditure.
Several significant new frameworks are in development at present with others to
follow. PA has highlighted the need for an overarching strategy for new
frameworks and reviews have been undertaken this quarter of two frameworks
that will be issued to the market for engagement soon. Discussions are ongoing
to ensure the appropriate assurance of new frameworks is undertaken by PA and
[IPAG in 2025/26.

Safety and Health

In Q2, QSSA completed eight audits related to health and safety risk controls.
Four of these were concluded as ‘adequately controlled’ and assessed
compliance with legal and management system requirements for asbestos,
construction and electrical safety: the recommendations made directed closer
adherence with or updating of standards. One was concluded as ‘requires
improvement’ and concerned management of vibration risk in London
Underground (LU) maintenance teams where controls had been implemented
without supporting risk assessments to determine if these were appropriate and
sufficient controls. Three Integrated Systems audit were completed, these are not
rated due to the range of subjects and systems checked for compliance with rule
book and management systems requirements. The average compliance rate
across the three was 60 per cent.

The IIPAG Safety sub-group (IIPAG Safety) have been appointed as agreed by
the Board in July 2025. The role of IIPAG Safety is to provide enhanced third line
assurance on safety. The IIPAG Safety plan of work was presented at 12
November 2025 meeting of the Safety and Security Panel.

Asset Management

Internal Audit completed a consultancy review of the materials management
process as the business had raised the issue of the occurrence of nil stock and its
impact on operations, delivery and business reputation. We found that the
Materials team has put in place a series of workstreams to achieve medium and
long term solutions that will improve the efficiency of the current materials
process. Visibility and communication of intended outputs, targets and longer
term vision needs improvement.
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QSSA completed four audits against ER06 in Q2. These assessed compliance
with key TfL engineering standards regarding Elizabeth line flood defences, LU
escalator conditions and LU control of signal drawings. The programme of
benchmarking against ISO55001 continued with an assessment of Rail for
London Infrastructure. The range of conclusions reflects how closely aligned the
activities of the teams were with the standards and the risk to TfL from those non-
compliances.

Technology, Information and Security

Internal Audit reviewed the processes in place for non-police personnel vetting.
We found that significant effort have been made to review and update the
process and associated documentation. Team members demonstrated strong
awareness of their roles and responsibilities and a commitment to improving
governance and controls. Opportunities to improve existing processes were
identified including a revisiting of the format and nature of management
information that is provided to Compliance, Policing, Operations and Security by
external bodies.

Internal Audit also looked at the management of security at New Cross Gate
depot. We found that the service provision is effective and well managed by the
supplier. Basic roles and expectations of supplier staff while employed at the
depot are documented. The depot handbook sets out expectations for all staff on
site in terms of rules, regulations, principles and procedures to be followed. The
handbook is being revised and updated as the version in use was written in 2021.
There is a good collaborative working relationship between the supplier and TfL
staff and security arrangements including 24 hour CCTV monitoring are robust.

Governance

Governance is the combination of processes and structure that the Board puts in
place to inform, direct, manage and monitor TfL’s activities to ensure the
achievement of objectives. The Risk and Assurance Directorate looks at how this
is supported and works in practice at an organisational level.

The internal audit of the adequacy and effectiveness of TfL’s compliance with
legislation through Equality Impact Assessments (EqlA) undertaken for change
initiatives which impact customers travelling on the network found that the
Diversity and Inclusion team have provided TfL with comprehensive guidance,
templates and related information via their site on the intranet. Creating
awareness of the EqIA resources available on the intranet will further raise
awareness across the organisation.

Risk and Assurance continues to support the Engineering and Asset Strategy led
review into "Technical Governance’ using risk and assurance principles and good
practice from across TfL to contribute to workshops. The output from this working
group will strengthen governance in this area.
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Assurance and Investment Programme

The primary source of assurance for the delivery of the TfL Investment
Programme continues to be through the work of PA and IIPAG. PA and IIPAG
consider that there is sufficient scrutiny of the Investment Programme in TfL
through the various programme meetings as well as the Executive Committee
Investment sub-group, and at the Programmes and Investment Committee.

PA has undertaken a programme of targeted assurance reviews this quarter.
These include reviews of the LU Renewals Programme, the Streets, Bus and Rail
and Sponsored Services Renewals Programme and the Piccadilly Line Upgrade
Programme, all of which both made submissions to the 8 October 2025 meeting
of the Programmes and Investment Committee. There was additional targeted
assurance including the review of a number of major projects including the West
London Orbital, a number of framework agreement reviews and ongoing
continuous assurance activity. From this work, recommendations have been
made and themes identified and collated; these are reported to the Programmes
and Investment Committee.

IIPAG has worked with PA on programme reviews and reviews of higher value
projects, and they have continued to progress their programme of cross-cutting
reviews this quarter. The IIPAG report detailing the findings of their review of the
prioritisation and planning of capital renewals was presented to the 8 October
2025 meeting of the Programmes and Investment Committee along with
appropriate management responses.

In addition, two IIPAG cross-cutting reviews have been completed this quarter.
The first reviews the application of TfL’'s Pathway process to capital programmes,
with the second being the annual review of the effectiveness of the first and
second lines of assurance. The Pathway review will be tabled at the 11
December 2025 meeting of the Programmes and Investment Committee and the
effectiveness review is included elsewhere on the agenda for this meeting.

Terms of reference are being drafted for a forthcoming IIPAG review of planning
and scheduling.

Programme Changes

Two internal audits were deferred in Q2: Security Culture — Cyber; and
Management of Environmental Data. There were no new or cancelled audits.

Four QSSA audits were cancelled in Q2; two were preparedness reviews for the
light rail Security Plans, these requirements have since been implemented and
are being monitored for implementation and the audit is therefore not needed.
One was the management of actions from Local Security Action Plans as other
teams in TfL are working to enhance monitoring data, providing initial assurance
in this area. The fourth was an audit of the review requirements in the Safety,
Health and Environment Management System which has been cancelled to avoid
duplication with the IIPAG Safety reviews.



7.3  Three QSSA audits were deferred in Q2: ‘Trams health surveillance’ was deferred
while the management system is revised following a previous audit action; and
two 1ISO55001 (asset management systems) benchmarking reviews have been
deferred to allow time for the actions from last year’s review to be implemented.
All cancellations and deferrals have been agreed with the audit sponsor or risk
owner.

Management Actions/Recommendations

8.1 A breakdown of overdue management actions and recommendations across
Chief Officers and the Risk and Assurance teams is included at Appendix 3.
There was one action overdue by more than 100 days, although this closed
shortly after the end of Q2. There has been a slight increase in the number of
overdue actions in Q2 although they still remain the lowest they have been for the
last year. We continue to work with the management teams and the relevant
Chief Officers to continue to reduce the number of overdue actions. Appendix 4
provides an analysis of management actions and recommendations by category
and team.

9 Customer Feedback

11.1 QSSA received four responses from the 25 customer feedback forms sent out for
audits completed in Q2, a response rate of 16 per cent. The satisfaction score
was however 100 per cent. Internal Audit received no returned customer
feedback forms in Q2. We believe a software defect affected the response rate,
this has now been resolved.

List of appendices to this report:

Appendix 1: Internal Audit and Quality, Safety and Security Assurance reports issued in
Quarter 2 2025/26.

Appendix 2: Level 0 Enterprise Risks.

Appendix 3: Overdue Actions and Recommendations by Team at End of Quarter 2
2025/26.

Appendix 4: Analysis of Management Actions and Recommendations by Category and
Team.

A paper containing exempt supplementary information is included on Part 2 of the
agenda.
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