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1 Summary

1.1  This paper provides the Committee with a summary of the proposed new
agreement with Motorola for the ongoing support of London Underground’s (LU)
operational radio system.

1.2 A paper is included on Part 2 of the agenda which contains supplementary
information that is exempt from publication by virtue of paragraphs 3 and 5 of
Schedule 12A of the Local Government Act 1972 in that it contains information
relating to the financial or business affairs of TfL and information in respect of
which legal privilege applies. Any discussion of that exempt information must take
place after the press and public have been excluded from the meeting.

2 Recommendation
2.1 The Committee is asked to note the paper and the exempt supplementary
information on Part 2 of the agenda and:

(@) approve Procurement Authority and unbudgeted Financial Authority
for the sums set out in the paper on Part 2 of the agenda; and

(b) note that the matters for which authority is sought extend beyond the
period of the Business Plan and budget and provision will need to be
made in future Business Plans and budgets.

Background

3.1  London Underground Limited (LU) and Citylink Telecommunications Limited
entered into a 20-year Private Finance Initiative (the PFI Contract) in November
1999 for a digital radio and transmission system (the Connect System).

3.2  The Connect System delivers two key technology services:

(@) the LU Connect Radio System, which provides voice radio services between
staff, trains and control centres; and

(b) various data network services which provide connectivity for LU operational
services such as CCTV.
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The Connect System is critical to the operation of the LU railway.

The PFI Contract expired on 21 November 2019. However, the services delivered
under the PFI Contract were required beyond November 2019 to ensure the
continued operation of the LU railway.

In September 2018, LU entered into a new contract (the Connect Contract) with
Thales Transport and Security Limited (now Hitachi Rail UK Limited (Hitachi)) for
the continued provision of services to support the Connect System following
expiry of the PFI Contract. The Connect Contract initially had a term up to 21
November 2026.

In August 2023 a variation to the Connect Contract was approved by the
Committee for a significant capital investment (the Renewing the Operational
Network (RON) programme) to address obsolescence issues with three data
networks within the Connect System. As part of the RON variation, and to allow
sufficient time to build and migrate services to the new data networks, the
Connect Contract was extended to 21 November 2027, with the option to
additionally extend up to 21 November 2029.

Connect Radio System and Current Motorola Arrangements

In line with industry-wide standards, the Connect Radio System uses digital
terrestrial trunked radio (TETRA) technology which, alongside other features,
ensures the security and confidentiality of sensitive data/voice communications.
TETRA is a recognised standard and is used extensively around the world for
railway and airport operations. The TETRA technology deployed in the Connect
System is provided by Motorola’s Dimetra product.

As part of the Connect Contract, Hitachi has a sub-contract with Motorola for the
provision of essential hardware and software support (including software updates
and security patches) for its proprietary Dimetra radio product. This ensures the
ongoing reliability, safety, and security of the Connect Radio System.

The Connect Radio System is designated as Critical National Infrastructure under
the Department for Transport’s Network and Information Systems Regulations
2018. This places a requirement on us to ensure the Connect Radio System
infrastructure remains cyber secure, which can only be achieved if we have
appropriate maintenance and software upgrade arrangements in place. Only
Motorola can provide these arrangements for the Dimetra product.

Networks and Telecommunications Procurement Project and
New Motorola Support Agreement

TfL’s Telecommunications and Data Network Strategy sets out our long-term
approach to rationalising and consolidating our data networks to deliver several
organisational benefits. In accordance with this strategy, we have developed a
preliminary strategy for the combined re-procurement of both the Connect System
services and the commodity network services delivered by Capita (collectively the
Networks and Telecommunications Procurement Project (NTPP)). The NTPP is
anticipated to launch in autumn 2026 and will target award of contracts in 2029.



5.2  The NTPP will potentially be based on a three-lot procurement, comprising:

(a) Lot 1: Connectivity Services (typically all data network services delivered to
LU locations);

(b) Lot 2: LU Operational Radio (the Connect Radio System); and

(c) Lot 3: Commoditised Connectivity Services (typically all data network
services delivered to non-LU locations e.g. on-street assets and office
locations).

5.3  Services delivered through the LU Operational Radio lot will have an ongoing
dependence on Motorola’s continued provision of essential Dimetra hardware and
software support services.

5.4  To facilitate a fair, transparent and non-discriminatory competition for the NTPP
LU Operational Radio lot, we propose to enter into a new agreement with
Motorola (the New Operational Radio Support Agreement) for the provision of
services to support the Connect Radio System following expiry and exit from the
Connect Contract. Additional information is provided in the paper on Part 2 of the
agenda.

5.5 As part of the NTPP, the New Operational Radio Support Agreement will be
made available to all bidders for the LU Operational Radio lot. The New
Operational Radio Support Agreement may then either be novated to the
successful bidder, or the successful bidder will act as a managing agent on behalf
of TfL, in respect of the provision of the services by Motorola under the New
Operational Radio Support Agreement.
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